
Supporting our most vulnerable to avoid scams 
Scams are among the most prevalent types of crime in the UK, and coronavirus is 
creating a perfect environment for fraudsters to thrive using a range of loathsome 
tactics. 

 
"At a time when neighbourhoods and communities are coming together to 
support each other, it is despicable that heartless criminals are exploiting 
members of the public - including some of our most vulnerable citizens - to 
line their own pockets. Advertisement 
"I urge everyone to be on their guard for possible COVID-19 scams and to 
look out for vulnerable family members, friends and neighbours who may 
become a target for fraudsters. 
"We're calling on communities to look out for one another. If you see anything 
suspicious, report it to Action Fraud or to speak to someone for advice, 
contact the Citizens Advice Consumer Service." 

Lord Toby Harris, chairman of National Trading Standards (NTS) 
 

NTS have identified a range of Covid 19 scams that are being used to exploit fear 
and anxiety of the most vulnerable.   Scammers are using the internet, telephones 
and the doorstep to adapt scams for the coronavirus virus and using the isolation of 
our most vulnerable to financially abuse.  
As of Friday 20 March, City of London Police reported a 400% increase in scams as 
a result of coronavirus-related fraud. To date 105 reports have been sent to Action 
Fraud, the UK’s national reporting centre for fraud and cybercrime, with total losses 
reaching nearly £970,000.  The scams range from fake requests for bank details 
from parents receiving free school meals using a false HMRC logo or vulnerable 
adults being asked to provide details using the WHO logo, to bogus demands for 
donations and false offers to run errands for the elderly and vulnerable. 
The following information will enable you to support the most vulnerable to avoid 
falling victim of these crimes by raising aware of common scams including:  

• Coronavirus phishing scams  

• Phone and doorstep coronavirus scams  

• Fake and counterfeit products  

 
 
 

 

 

 

 



 

Coronavirus email and text phishing scams  
Phishing and smishing emails and SMS messages are designed 
to access user login details. This one is an email that claims to 
come from the World Health Organization. It asks the user to click 
on a link to what it says is a PDF offering advice on how to stay 
safe during the outbreak.  Security firm Sophos has a detailed 
breakdown of what happens if you click on this link and highlights 
other similar scams.  Generally they will show a pop-up of what 
looks like the WHO’s actual website asking for an email address 
and password to access a non-existent PDF.  

https://news.sophos.com/en-us/2020/03/24/covidmalware/ 

Other phishing emails and SMS messages (known as ‘smishing’ 
texts) are also doing the rounds: Action Fraud has warned that 
emails purporting to be from organisations including the US Centers for Disease Control and 
the WHO are being sent with the aim of tricking you into opening malicious attachments or 
giving away your passwords.  The latest email and text phishing scams:  

Fake lockdown fines People have been warned not to fall for a bogus text 
message saying they have been fined for stepping outside during the 
coronavirus lockdown. The scam message claims to be from the Government, 
telling the recipient their movements have been monitored through their phone 
and they must pay a fine or face a more severe penalty.   

 

HMRC goodwill payment  The MET police are warning of a 
fake message designed to steal your account details that says: 

 ‘As part of the NHS promise to battle the COV-19 
virus, HMRC has issued a payment of £258 as a 
goodwill payment’.  

 

 

 

Free school meals the Department for Eductaion has issued warnings about a scam email 
designed to steal your bank details saying: ‘As schools will be closing, if you’re entitled to 
free school meals, please send your bank details and we’ll make sure you’re supported.’ The 
DFE have issues this guidance on their website along with a guidance document for free 
school meals.   

https://news.sophos.com/en-us/2020/03/24/covidmalware/


https://www.gov.uk/government/publications/covid-19-free-school-meals-guidance 

Phone and doorstep coronavirus scams  
Experts are warning of an increase in scam phone calls which could follow typical 
patterns of callers claiming to be authority figures, such as the police, HMRC or 
banks, and involve requests to transfer money or provide sensitive account login 
information. It is also likely there will be an increase in scams involving subscription 
accounts – such as Amazon Prime, Ebay or Microsoft claiming that an account has 
been hacked and requesting personal information to resolve the issue.   

There has also been reports of doorstep scams where 
criminals are taking advantage of older people by 
knocking on their doors. The Red Cross are reported to 
being misrepresented by scammers offering to take 
temperatures for the elderly to gain access into the 
house, where residents can be robbed or 
worse.  Police in Cheshire warned via Twitter that they 
had had reports of people knocking on doors and 
telling elderly residents that they are from the Red 
Cross and offering to test them for the coronavirus – 
and charging them for doing so.  There have also been 
reports that cards are being put through residents 
doors with the British Red Cross branding, offering 
help.  British Red Cross are NOT utilising a postcard 
system currently in connection to Covid-19.  

 

Report any suspicious callers via the Citizens Advice Consumer 
Helpline on 0808 223 1133 or Action Fraud on 0300 123 2040 

Fake and counterfeit products  
The Coronavirus outbreak has offered new opportunities for 
fraudsters to profit from the high market demand for fake 
medical, personal protection, and hygiene products which are 
ineffective or even detrimental to health. The National Fraud 
Intelligence Bureau has already identified 21 reports of fraud 
where the coronavirus was mentioned – costing the victims a 
total of more than £800,000. The European Anti-Fraud Office 
(OLAF) has opened a case in relation to the imports of fake 
products used in the fight against the COVID-19 infection, such 
as masks, medical devices, disinfectants, sanitisers and test 
kits. Fraudsters are attracted by potentially huge illicit profits. 
They want to take advantage of anxiety and distress creating 
desperation. For example, counterfeit masks have been offered online in different 
EU Member States at prices ranging between 5€ and 10€, approximately three times 
the normal price. Fake face masks for children have also being offered on line. 

https://www.gov.uk/government/publications/covid-19-free-school-meals-guidance


 
 

 

 

 
For more information to support your customers to avoid phishing scams Sophos is 
offering a free anti-phishing toolkit. The toolkit includes: 

• Educational poster for your office 

• Examples of phishing emails 

• Top tips to spot a phish 

• PowerPoint deck for internal training sessions 

Top tips to keep safe from scammers 
• Never click on a link in an email that you weren’t expecting or 

haven’t previously had any contact with 

• Check the spelling and the content of emails carefully as 
scammers will sometimes make spelling, typo or grammar 
mistakes 

• Don’t be fooled by the authority of the sender or caller this is a 
common trick to get the attention of the recipient  

• Be aware of senders and callers using urgent tones and language 
this is a tactic to scare people into giving information or clicking 
without fully thinking the information through 

• Install security software to protect your computer and mobile 
devices 

• Check the URL before you click a link or visit the site and if you 
have any doubts about the authenticity don’t follow the requests in 
the email or text 

• Never transfer any funds to any unknown source, the bank, HMRC 
or government will never contact customers with a link to gain 
information or transfer of money  

• Check the sender or caller knows your name as legitimate emails 
or calls from services relating to accounts will address the account 
holder by name 

• Never provide personal information about your address, bank 
account, email or passwords as a website or caller should not be 
asking you for those details 

               
         

            
          

      



• Phishy flowchart to help people identify phishing emails 
https://secure2.sophos.com/en-us/lp/anti-phishing/awareness-toolkit.aspx 

https://secure2.sophos.com/en-us/lp/anti-phishing/awareness-toolkit.aspx

